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On constructions of (involutory) MDS matrices in the literature

@ A matrix form to generate all 2 x 2 involutory MDS matrices

o Generalization of Hadamard Matrix to generate (involutory) MDS
matrices (published results)

@ A new matrix form to generate all 3 x 3 involutory MDS matrices
(published results)

@ How to generate all 4 x 4 involutory MDS matrices over binary field
extensions (unpublished results)

@ Isomorphisms between MDS matrices over Fom and MDS matrices
over Fom:, where t > 1 and m > 1 (accepted)

@ Conclusions
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On constructions of (involutory) MDS matrices in the

literature

e Maximum Distance Separable (MDS) matrices derived from MDS
codes are used as the main part of diffusion layers in the design of
cryptographic primitives like block ciphers and hash functions because
they provide maximum diffusion, which is one of the two important
cryptographic properties (the other is confusion) introduced by
Claude Shannon.

@ Involutory diffusion layers (MDS matrices) have advantages in the
design of block ciphers since they have a major contribution to a
block cipher to be implemented by the same module and the same
implementation cost in encryption and decryption processes.
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On constructions of (involutory) MDS matrices in the

literature

MDS matrices have the maximum differential and linear branch number
(k+ 1 for k x k MDS matrices). Some important properties of MDS
matrices can be given as follows:

@ A square matrix A is MDS if and only if every square submatrix of A
is nonsingular.

@ The MDS property of a matrix is preserved upon permutations of
rows,/columns. Similarly, multiplication of a row/column of a matrix
by a nonzero constant ¢ € Fom does not affect its MDS property. In
general, the minimum distance d of an [n, k, d] code C with
generator matrix G = [/|A], where A is a k x (n — k) matrix, is
preserved after applying of the above operations to A [1].

@ The MDS property of a matrix is preserved under the transpose
operation [1].
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On constructions of (involutory) MDS matrices in the

literature

@ In the literature, there are several construction methods of MDS
matrices as follows:
o Direct construction methods like Cauchy matrices [2] and
Vandermonde matrices [3, 4].

e Search based methods by using some special matrix forms like circulant
matrices, Finite Field Hadamard matrices (shortly Hadamard matrices)
and Toeplitz matrices [5].

o Subfield construction [6, 7].
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On constructions of (involutory) MDS matrices in the

literature

@ In this presentation, new three construction types (methods)
e a new hybrid construction method focusing on generating (involutory)
MDS matrices (Generalized Hadamard Matrix [8])

e a new direct construction method focusing on generating all 3 x 3
involutory MDS matrices [9]

e a new construction method (based on clever search) focusing on
generating all 4 x 4 involutory MDS matrices.

will be introduced.
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On constructions of (involutory) MDS matrices in the

literature

@ A direct construction method focusing on generating all 3 x 3
involutory MDS matrices is based on a new matrix form.

@ A new construction method focusing on generating all 4 x 4
involutory MDS matrices is based on the idea that any involutory
matrix belongs to a class. This idea is closely related with that of
Generalized Hadamard matrix form (GHadamard).

@ In this context, the definition of Hadamard matrix is modified.

Muharrem Tolga Sakalli (Trakya University) On Involutory MDS Matrices December 3, 2019 7/64



A matrix form to generate all 2 x 2 involutory MDS

matrices

Theorem

a a . . .
Let A= [ all 312 ] be a 2 x 2 matrix over Fym If the matrix A is
21 a2

involutory MDS, then there exists an element by such that a1 = az»,
aip = (a11 + 1)bo, a21 = (a11 + 1)b0_1. Hence, the matrix form to
generate all 2 x 2 involutory MDS matrices can be expressed as:

ail ai1 + 1)bo
IMax2(21, bo) = [ (a11 + 1)b0_1 ( ail )

where by € Fom — {0} and a11 € Fom — {0,1}. Then, the number of all
2 x 2 involutory MDS matrices over Fom is (2™ —2) - (2™ —1).
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A matrix form to generate all 2 x 2 involutory MDS

matrices

Proof.

g a : o
Let A= 1912 ) heox2 involutory matrix with aj; # 0. Let ¢j
a1 ax
2

denote elements of A? for i,j € {1,2}, i.e., ¢; = Za;kakj. Since A = |,

k=1
if i =j then ¢jj =1 and if i # j then ¢jj = 0 we get the following
equations:

2
ap; +arax =

Il
= O O =

a11312 + a1zax»
a21311 + azxaoi

2
az1ad12 + a5 =

[]
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A matrix form to generate all 2 x 2 involutory MDS

matrices

Proof.

By adding the equations (1) and (4) given above, we have a3, = a3,.
Since the operations are performed in the finite field Fom, the equality
aj; = a3, can be rewritten as (a11 + ax»)? = 0. Therefore, a11 = az.
Morever, from the equation (1), we have ajpas; = a2; + 1 = (a11 + 1)2.
Then, there exists an element by € Fom — {0} such that a;p = (1 + a11)bo

and ax; = (1 + a11)bo_1. ]

v
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Generalization of Hadamard Matrix to generate

(involutory) MDS matrices

@ Hence, we can generate all 2 x 2 involutory MDS matrices over Fom
by using the matrix form

an (a11 + 1)bo

IMsy2(a11, bo) = (a11 + 1)ho - a1

@ The determinant of the 2 x 2 matrix form IM>y> is different from 0 iff
a1l € Fom — {0, 1} and bo € Fom — {0}

e We call the matrix form IMRy2(a11) (not consisting of the
parameter by and its inverse) as representative matrix form used for
obtaining representative matrices, which can be used to generate all
2 x 2 involutory MDS matrices:

anl ar+1

IMR>2(a11) = g 41 a1
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Generalization of Hadamard Matrix to generate

(involutory) MDS matrices

@ Note that the representative matrix form IMRy,2(a11) is a 2 x 2
Hadamard matrix. XOR sum of the elements in any row/column is
equal to 1 and XOR sum of the elements in any diagonal is equal to 0.

@ One can also prove the existance of the parameters by and bal in the
matrix form IMax2(a11, bo) by applying a special combination of both
multiplication of rows and columns by any non-zero element of Fom to
IMR>»(a11), which also preserve the MDS property of a given matrix.
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Generalization of Hadamard Matrix to generate

(involutory) MDS matrices

ail ann+1
an+1 an
first and second column of IMR>x2(a11) by o and o for
0 < i1, ip < 2™ — 2, respectively, where « is any primitive element of
Fzm.

@ Then, multiply the first and second row of IMR>y2(a11) by o™ and
a2, respectively. The resultant 2 x 2 matrix IMR,x2(a11) can be
given as follows:

e Consider IMRyy2(a11) = . First, multiply the

a1 (a1 + L)an

IMRzx2(a11) = (ay1 + 1)t e
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Generalization of Hadamard Matrix to generate

(involutory) MDS matrices

@ By substituting >~ and o/ with by and bal, respectively, in the
matrix IMR>yx2(a11). We obtain

a a1l + 1)bo
IM2(a11, bo) = (a11 +111)b0*1 ( 311) '

@ It can easily be proven that the idea can be applied to any k x kK MDS
matrix. If it is applied to a k x k involutory MDS matrix over Fom,
then new involutory and MDS matrices are generated. Also, one k X k
involutory MDS matrix over Fam, in fact, defines totally (2™ — 1)k—1
involutory MDS matrices, which we call these matrices a class.
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Generalization of Hadamard Matrix to generate

(involutory) MDS matrices

@ If the idea is applied to a Hadamard matrix H, we obtain a new matrix
form, which we call Generalized Hadamard matrix, GHadamard.

e For a Hadamard matrix H, the equality H?> = c?/ holds, where c is a
finite field element and / is the identity matrix. Then, the equality
also holds for a GHadamard matrix GH i.e., (GH)? = c?I.

@ In this respect, a 4 x 4 GHadamard matrix
Ghad(ag, a1; b1, az; bz, a3; b3) can be given as follows:

ao a1 axbs azbs
GH — albl_l a0 a3b1_1b2 32b1_1b3
a, b2_1 as b2_1 b1 ao ai b2_1 bs
as b:;l a» b;l b1 a1 b;l bo ao
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Generalization of Hadamard Matrix to generate

(involutory) MDS matrices

@ Similarly, one can easily obtain an 8 x 8 GHadamard matrix
Ghad(ag, a1; by, a; by, as; b3, as; ba, as; bs, ae; bs, az; by) as follows:

ag a1by azby azbs ag by as bs a6 be azby
arby t 20 asby 'y apblby  asbylby  agbylbs  ab; ‘b agby lby
axb, b azby lby a0 aib, 'y agby ‘by  aby 'bs  aghy 'bg  asby ‘by
o - agb; a2b3:1b1 ;,,1133:1132 o arby by .ae,bib5 a5b3:b6 a4b3:b7
agb, asb, “by agb, "by arb, "b3 ap arb, "bs  axb, "bs agb, “by
asby b agby 'bi  arby by  agby by arby by 20 ashy 'bg  axby ‘by
agbg © arbg 'bi  asbg by  asby 'by  asbg Thy  a3bg 'bs a0 aibg by
aby b aghy 'by  asb; by  agby by asby 'by  apb; 'hs  ayby lbg a0
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Generalization of Hadamard Matrix to generate

(involutory) MDS matrices

Example

Let 54 be generated by the primitive element a which is a root of the
primitive polynomial x* 4+ x + 1 (0x13). Consider the 4 x 4 Hadamard
involutory MDS matrix Hy = had(0x1,0x5,0x2,0x7) = had(1,a?, a, al®)

1 a® a olf
Hi — a® 1 o «
171 o o 1 a8
al® o of 1

over [F54 /0x13. Then, GHadamard matrix
GHy = Ghad(1,08; ", o; a” 10, 7) correspondlng to Hp with the
parameters by = o', by = a! and b3 = a’ is given below:
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Generalization of Hadamard Matrix to generate

(involutory) MDS matrices

Example

1 1 1 &2

a 1 a?2 «

Gt = a2 o 1 «
a® a 1 1

which is involutory MDS matrix with the least naive XOR count 64
(=16+4-3-4). Note that XOR count is a metric used in the estimation
of hardware implementation cost. The XOR count value given is a naive
result. This matrix can be implemented by 39 XORs after using
optimization technique SLP (Shortest Linear Program).
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SLP result for GH;

t0 = x3 + x10 t21 = t0 + t8
tl = x5 + x15 yl0 = t6 + t21
t2 = x1 + x7 t23 = tl1 + t20
t3 = x2 + x9 y9 = t3 4+ t23
t4d = x4 + x14 t25 = t5 + t21
t5s = x3 4+ x11 y5 = t23 4 t25
t6 = x7 + x13 yl5 = t12 + t25
y3 = tb + t6 t28 = tl2 + tl4
t8 = x0 + x6 y2 = t23 + t28
t9 = x8 + t2 yl4d = x14 + t28
yl2 = x12 + t9 t31 = x0 + x8
tll = x3 + x6 y0 = t4 + t31
t12 = x15 + tO0 t33 = x11 + t2
y4 = x4 + tl2 yll = t4 4 t33
tl4 = x2 + tl t35 = t4 + t6
y8 = x8 + tl4 yl3 = t18 + t35
t16 = x14 + t3 t37 = y3 4+ t9
y7 = x7 + tl6 y6 = tl1ll + t37

t18 = x1 + t16
yl = t14 + t18
t20 = x12 + t11
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Generalization of Hadamard Matrix to generate

(involutory) MDS matrices

Example

Let F,: be generated by the primitive element a which is a root of the primitive
polynomial x* + x 4 1 (0x13). Consider the 8 x 8 Hadamard involutory MDS matrix
H, = had(0x2, 0xf, Oxc, 0x5, Oxa, 0x4, 0x8, 0x3) =had(a, a'?, o, a®, o, a?, a3, a?)
over [Fp /0x13.

GH, = Ghad(a, o*?; 0%, 0% a° a8 a’,a’; o, o alt, o; o, a; o) corresponding to
H> with the parameters b; = a?, b =0 bs=a', bs =a®, bs = a'l, by = a® and
by = o is given below:

T a o* 1 1 1 a® o a? ]
a® o 1 ol ot a2 o ol
a? a o 1 o o af
[ [ a [ a o fo 1
ab 1 o> o o o« 1 ab
1 ol 1 a® o« « o’
L a® o aB o a ot P a |
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Generalization of Hadamard Matrix to generate

(involutory) MDS matrices

@ The matrix GH, presented in the example is 8 x 8 involutory MDS
matrix with the naive XOR count 407 (= 183 + 8- 7 - 4). This matrix
can be implemented by 212 XORs after using optimization technique
SLP.

@ The idea can be used to generate non-involutory MDS matrices. We
have generated an 8 x 8 non-involutory MDS matrix with the naive
XOR count 380. This matrix can be implemented by 205 XORs after
using optimization technique SLP.

@ The idea is also appliciable to any type of k x k matrix (e.g. circulant
matrices).
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Generalization of Hadamard Matrix to generate

(involutory) MDS matrices

Example

Let 54 be generated by the primitive element a which is a root of the
primitive polynomial x* + x + 1 (0x13). Consider the 4 x 4 circulant MDS
matrix My = circ(0x1,0xb, 0x2, 0xa) = circ(1,a’, a, a®)

1 o a o
e — ® 1 o «a
1=l a @ 1 o

o a o 1

over [y /0x13. Then, PMy = Pcirc(1,a’; a8, a; o, a; a®) corresponding

to M; with the parameters by = a8, by =aand b3 =ais given below:

v
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Generalization of Hadamard Matrix to generate

(involutory) MDS matrices

Example

1 1 o? a8

a 1 1 a2
PMi=1"7 o 1 1
a1 o 1

which is non-involutory MDS matrix (including the maximum number of
occurrences of 1s) with naive XOR count 61 (= 13 +4-3-4). This matrix
can be implemented by 39 XORs after using optimization technique SLP.
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A new matrix form to generate all 3 x 3 involutory MDS

matrices

@ In this section, a new matrix form to generate all 3 x 3 involutory
MDS matrices over Fom is introduced. The interested reader may

refer to [9] for the detailed proof on how to obtain the given form.

@ The matrix form IM3y3(a11, ax, bo, b1) for generating all 3 x 3
involutory and MDS matrices over Fom can be defined as follows:

ai (a11 + 1)bo (a11 + 1)y
IM3y3 = | (a2 +1)bp* an (axo + 1)bo by
(a11 + an)bi! (a1 +an)bi by  ap +axn +1

where a11 # a2, a11,a2 # 0,a11,a2 # 1, a11 + ax» # 1 and
bo, b1 S Fgm — {0}
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A new matrix form to generate all 3 x 3 involutory MDS

matrices

@ One can directly construct all 3 x 3 involutory MDS matrices by using
4 parameters aii, axp, bg and by.

@ By considering the given restrictions above for ai1, axo, by and by, the
number of all 3 x 3 involutory and MDS matrices over Fom is
(2™ —1)2.(2m —2) - (2™ — 4), where m > 2.

e We call the matrix form IMR3y3(a11, a22) (not consisting of the
parameters by, by and their inverses) as representative matrix form
used for obtaining representative matrices, which can be used to
generate all 3 x 3 involutory MDS matrices:

a ann+1 ajn+1
IMR3y3(a11,a22) = | ax+1 a axn+1
ail +agxp air+ax airtan+l
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A new matrix form to generate all 3 x 3 involutory MDS

matrices

@ In fact, we identified 2 different representative matrix forms. The
other representative matrix form is the transpose of the matrix form

IMR33(a11, a2).

@ This representative matrix form also spans all 3 x 3 involutory MDS
matrices over [Fom because of the parameters by, by and their
inverses. The transpose matrix form of IMR3y3(a11, a22) is as follows:

an apn+1 ail + ax»
IMR] 5(a11,a2) = | a1 +1  ax a1 + axn
ain+1 ap+1 angt+an+1

Muharrem Tolga Sakalli (Trakya University) On Involutory MDS Matrices December 3, 2019 26 /64



How to generate all 4 x 4 involutory MDS matrices over

binary field extensions

@ In order to generate all 4 x 4 involutory MDS matrices over Fom, first
we recall the general and representative matrix form of 2 x 2 matrices
generating all involutory and MDS matrices. These forms were as
follows:

all a1l +1)bg
IM22(a11, bo) = [ (ap1 + 1)bp 1 ( ai ) } ,

a air +1
IMRa2(a11) = [ ait+1  app } '
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How to generate all 4 x 4 involutory MDS matrices over

binary field extensions

@ Hadamard matrix form can be considered as a form generating some
(involutory and MDS ) representatives (which needs search to verify
whether these matrices are MDS or not) that can be used to generate
many involutory MDS matrices (by using the GHadamard matrix
idea). But, it still does not generate all 4 x 4 involutory MDS
matrices.

@ For example, by search, one can confirm that there are 1512 4 x 4
involutory and MDS matrices over Fos. Then, we recall the 4 x 4
Hadamard matrix form (used for generating some representative
involutory MDS matrices) to be used in search as follows:

a b c at+b+c+1
H = b a at+b+c+1 c
- c a+b+c+1 a b
at+b+c+1 c b a
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How to generate all 4 x 4 involutory MDS matrices over

binary field extensions

@ The generated 1512 4 x 4 involutory and MDS matrices over [Fy4 are
some of representative involutory and MDS matrices. In this respect,
one can totally generate 1512 - (24 — 1)3 = 5,103,000 ~ 222-28
involutory and MDS matrices over Foa by using GHadamard matrix
form.

@ How can we generate all 4 x 4 involutory and MDS matrix
representatives, which will provide us to generate all involutory and
MDS matrices for this size?

The answer is to look at the generic properties of a Hadamard matrix
satisfying the involutory property as given in the matrix form H: XOR sum
of the elements in any row or column of a Hadamard matrix is equal to 1
and XOR sum of the elements in the main diagonal is equal to 0.
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How to generate all 4 x 4 involutory MDS matrices over

binary field extensions

@ Note that these properties also force XOR sum of the elements in the
antidiagonal (counter diagonal) to be equal to 0. In this respect, one
can easily define the matrix form R in order to search for all
representative involutory MDS matrices over Fom as follows:

a d e at+d+e+1
R— f b d+e+f+g+h b+d+e+g+h+1
- g h c c+g+h+1
a+f+g+1 b+d+h+1 c+d+f+g+h+1 at+b+c

@ The matrix form R above is defined by 8 elements (a, b, ..., h) over
Fom. Then, the search space for finding involutory and MDS matrix
representatives is (2™ — 1)8. For example, for F,4, the search space is
(24 _ 1)8 ~ 231.25_
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How to generate all 4 x 4 involutory MDS matrices over

binary field extensions

@ We searched for all possible 4 x 4 involutory and MDS representatives
over Fyp3 and [Fye. We have found 48 and 71,856 (wheras a 4 x 4
Hadamard matrix is generating 1512) involutory and MDS
representative matrices, respectively.

@ As a result, after applying the parameters (b;s) to involutory and MDS
representative matrices, we generated totally 48 - (23 — 1)3 = 16, 464 and
71856 - (2* — 1)3 = 242,514,000 ~ 22785 4 x 4 involutory and MDS
matrices over Fys and [Fps, respectively.
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How to generate all 4 x 4 involutory MDS matrices over

binary field extensions

Example

Let Fos be generated by the primitive element o which is a root of the
primitive polynomial x* 4+ x + 1 (0x13). Consider the 4 x 4 f-circulant
involutory MDS matrix recently given in [10]

o 1 o* o
ot a2 1 18

M, = oll o3 o 1
1 P 11 8

over [Fo4 /0x13. In fact, the involutory MDS matrix M, belongs to a class
of which representative involutory MDS matrix is as follows:
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How to generate all 4 x 4 involutory MDS matrices over

binary field extensions

Example
a ol o ol
R — o o2 al* Qlo
el N VN BN K
all 10 413 48

which is symmetric and also 4 x 4 f-circulant involutory MDS matrix. The

matrix M, can easily be obtained by applying the parameters b; = a?,

by = a? and bz = all to MR;5.
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How to generate all 4 x 4 involutory MDS matrices over

binary field extensions

Example

Let 54 be generated by the primitive element a which is a root of the
primitive polynomial x* 4+ x + 1 (0x13). Consider one of 4 x 4 involutory
and MDS representative matrices given below:

1 a® o ot

VR, — o3 1 ot ot
3T | Gl 11 12 Ll
ot o o8 al?

over [F54 /0x13. Then, one can generate 4 x 4 involutory and MDS matrix
Mz by applying the parameters by = 1, by = a'! and b3 = a* to MR3
with the least naive XOR count 75 among the ones having the maximum
number of occurences of 1s.

4
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How to generate all 4 x 4 involutory MDS matrices over

binary field extensions

Example
1 a® o* 1
a® 1 1 1
Ms = 1 1 o2 o
1 a14 1 a12

This matrix can be implemented by 47 XORs after using optimization
technique SLP.

Note that in this presentation for the first time the maximum number of
occurrences of 1s for 4 x 4 involutory and MDS matrices is shown to be 9.

In the next slide, the distribution of the number of occurrences of 1s in all
4 x 4 involutory MDS matrices over Fys and o is presented.

v
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How to generate all 4 x 4 involutory MDS matrices over

binary field extensions

The number of occurrences of 1s in 4 x 4 involutory MDS matrices
Time/Times 0 1 2 3 4 5 6 7 8 9
The number of
4 x 4 involutory
MDS matrices
over Fy3

1,368 2,424 4,608 3,600 1,944 1,296 720 432 0 72

The number of occurrences of 1s in 4 X 4 involutory MDS matrices

Time/Times 0 1 2 3 4 5 6 7 8 9

The number of
4 X 4 involutory

73,266,816 88,442,736 53,722,608 20,148,576 5,555,760 1,146,768 206,160 21,120 3,264 192
MDS matrices

over IF o4
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How to generate all 4 x 4 involutory MDS matrices over

binary field extensions
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How to generate all 4 x 4 involutory MDS matrices over

binary field extensions
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Isomorphisms between MDS matrices over Fom and MDS

matrices over Fom:, where t > 1 and m > 1

@ This section is on how to obtain the isomorphisms between MDS
matrices over Fom and MDS matrices over Fome, where t > 1 and
m > 1.

@ A novel method is given to obtain distinct functions related to these
automorphisms and isomorphisms to be used in generating isomorphic
MDS matrices (new MDS matrices in view of implementation
properties) using the existing ones.
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Isomorphisms between MDS matrices over Fom and MDS

matrices over Fom:, where t > 1 and m > 1

Proposition

Let A be a k x k matrix over the finite field Fom. Let A’ be generated by
applying any distinct automorphism f; : b — b® to the elements of A with
0<i<m-—1andbeTF,. Then, the determinant of A’ is equal to 0 if
and only if the determinant of A is equal to 0.

Proof.

By Theorem 2.21 in [11], the automorphisms of Fom over 5 are given as b? for
all nonzero b € Fom and 0 </ < m — 1. These mappings are one-to-one because
each element in F, maps to itself. Since the mappings are distinct, the
determinant is related to the automorphism. Then, the determinant of any matrix
generated by applying any distinct automorphism to A remains unchanged being
either zero or nonzero, i.e., if det(A) # 0 or det(A) = 0, then det(A’) # 0 or
det(A") = 0, respectively. O

v
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Isomorphisms between MDS matrices over Fom and MDS

matrices over Fom:, where t > 1 and m > 1

Theorem

There exist m - (2™ — 1) distinct and bijective functions related to the
automorphisms in the form of f; . : 5 +— (6%) - c, where 3 is any primitive
element of Fom, ¢ € F3,, and 0 < i < m — 1. These functions preserve the
MDS property of a square matrix over the same binary field extension, i.e.,
new MDS matrices are generated from the existing ones.
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Proof.

Here we need to show that the properties of being an MDS matrix are
satisfied after applying distinct functions. The main idea depends on the
fact that every square submatrix of an MDS matrix is nonsingular. We
divide the proof into three parts. Note that all elements of an MDS matrix
must be nonzero. Let p(x) be an irreducible polynomial of degree m over
Fy and 8 € Fom be a primitive element. We divide the proof into three

parts.
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Proof.

o Let i : x— x2i, then we have det A’ = f;(det A). If det A # 0, then
fi(det A) # 0 since f; is an automorphism.
o Let gc(x) — c - x, where ¢ € F}n, then det A’ = ¢ - det A from
elementary linear algebra. Since ¢ # 0 and det A # 0, det A’ £ 0.
o Now, let fi o = g.(8) o fi(8) = ge(fi(B)) = c - B¥. Then,
det A" = c - fi(det A). Since det A # 0, det A’ # 0.
Note that if det A’ # 0, then we obtain det A # 0 by considering
det A = f,_;(1 det A’). Since every square submatrix of A is invertible and
each row or column of A is linearly independent, the MDS property is
preserved. In conclusion, det A’ # 0 if and only if det A # 0. Ol

v
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Isomorphisms between MDS matrices over Fom and MDS

matrices over Fom:, where t > 1 and m > 1

Example

Let Fy be defined by the primitive polynomial p(x) = x* + x + 1. Let «
be a root of p(x). Then, My = had (1,24, 44, 64) = had(1, a,a?, ) is an
involutory 4 x 4 MDS matrix.

By the given Theorem, consider f21 : o — a* automorphism. Then, the
new involutory 4 x 4 MDS matrix generated from M, by £ 1 is as follows:
M, = had(1p,3p,54,65)=had(1,a*, a®, a®).

M; is called an automorphism of My under 1 : a a*. Note that by
the given Theorem, one can generate 59 more MDS matrices by using the
MDS matrix Mj.
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Isomorphisms between MDS matrices over Fom and MDS

matrices over Fom:, where t > 1 and m > 1

Proposition

Let A be a k x k matrix over the finite field Fom /p1(x) and 1 be any
primitive element of Fom /p1(x). Let A" be a k x k matrix over the finite
field Fom / po(x) generated by applying the isomorphism fs, : $1 — (5" to
the elements of A (which can also be represented as ﬂf for

0 <d <2™—2), where (35 is any primitive element of Fam /p2(x),
sy=e-2 forl<e<2m—2, gcd(e,2™ —1) =1, p1(B5*) = 0 and

0 < u,i <m-—1. Then, the determinant of A’ is equal to 0 if and only if
the determinant of A is equal to 0.
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Isomorphisms between MDS matrices over Fom and MDS

matrices over Fom:, where t > 1 and m > 1

Proof.

The proof is similar to Proposition given for automorphisms since we have
the same mapping up to the isomorphism and all entries of an MDS
matrix remain nonzero after applying the isomorphism. Note that each f,
maps each element in [F> to itself. The isomorphism f;, is related to
automorphism defined in Proposition given for automorphisms due to the
structure of s,. D)

Muharrem Tolga Sakalli (Trakya University) On Involutory MDS Matrices December 3, 2019 46 / 64



Isomorphisms between MDS matrices over Fom and MDS

matrices over Fom:, where t > 1 and m > 1

Theorem

There exist m - (2™ — 1) distinct functions obtained by using isomorphisms
in the form of fs, = f1 — (B3") - ¢, where [31 and (o are respectively any
primitive element of Fom /p1(x) and Fam/pa(x), ¢ € Fhm, s, = e -2 for
1<e<2m—-2 gcd(e,2™"—1)=1,pi(B5)=0and 0 < wu,i <m-—1.
These functions can be used in generating new MDS matrices over
Fom/pa(x) from an MDS matrix over Fam/p1(x), which preserve the MDS
property of a square matrix.
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Isomorphisms between MDS matrices over Fom and MDS

matrices over Fom:, where t > 1 and m > 1

Proof.

Let B € Fom be a primitive element. Recall that the minimal polynomial of
the set 3,32, ... ,ﬁZm_l, where m is the smallest integer such that

(2" = B, is the same. Since the proof is similar to Theorem for
automorphisms, we omit it. [
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Isomorphisms between MDS matrices over Fom and MDS

matrices over Fom:, where t > 1 and m > 1

Algorithm 1 Computing s, values to define the isomorphisms in given
Proposition

1: for s, =1to 2™ —2 do

22 y1 ¢ pi(B3") (mod pa(x))
3: if y1 =0 then

4: Return (s,)

5. end if

6: end for

INPUT: p1(81), B2 and pa(x)
OUTPUT: s, = e - 2" with gcd(e,2™ —1) =1, where 0 < u,i < m—1
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Isomorphisms between MDS matrices over Fom and MDS

matrices over Fom:, where t > 1 and m > 1

Example

Let 54 be defined by the irreducible polynomial
p1(x) = x* +x3 + x>+ x + 1. Then, 31 defined by 31 =a +1isa
primitive element, where « is a root of p;(x).

Ms = had(1p, 2, 45, 65) = had(1, 32, 87, 513) is an involutory 4 x 4 MDS
matrix over Fos /p1(x).

We can rewrite py(a) = o* + a3+ a? + o+ 1 in terms of 3 as
p1(B1) = 61 + B + 1.

Consider the finite field Faa/pa(x), where pa(x) = x* + x + 1. Let the
primitive element [, of Fys/pa(x) be a1, which is also a root of pa(x).
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Isomorphisms between MDS matrices over Fom and MDS

matrices over Fom:, where t > 1 and m > 1

Example

Then, we can obtain 4 distinct isomorphisms from Faa /p;1(x) to Fos/pa(x)
by computing s, values (which are sp =7, s; = 11, s, = 13 and s3 = 14)
in Algorithm 1.

These isomorphisms are f71 : 1 — a{, fiil: fr— a%l, fi31:f1— a%3
and fi41: 1 — 04:1[4.

For example, by using the isomorphism 71 : 1 — af, we can generate the
involutory 4 x 4 MDS matrix Mg over Fpu/pa(x) from Ms over Fyu/p1 ()
as follows: Mg = had(1p, Ap, 8h,2) =had(1,03, a3, a1).
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MAGMA code for obtaining s, values

P<z> := PolynomialRing (GF(2));
p = z 44241,
F<x> = ext <GF(2) | p >;

for su:= 1 to 14 do
yl:=(x"su)"4 + (x"su)"3 + 1;
if (yl eq 0) then PrintFile (" power.txt” 6 su);
end if;
end for;
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Isomorphisms between MDS matrices over Fom and MDS

matrices over Fom:, where t > 1 and m > 1

A general method to obtain the isomorphisms between MDS matrices over Fym
and MDS matrices over Fom (where t > 1 and m > 1) and distinct functions
related to these isomorphisms can be given as follows:

1- Choose a primitive polynomial p;(x) of degree m and the primitive elements
B1 and S35 for the finite fields Fom/p1(x) and Fom: /pa(x), respectively.

2- Generate m isomorphisms, i.e., compute s, values by using Algorithm 2.

3- Compute m - (2™ — 1) distinct functions related to the isomorphisms by
multiplying the isomorphisms generated in Step 2 with all nonzero constants
c € Fom.

Remark

Let pi(x) be an irreducible polynomial but not primitive in Step 1. Then, a primitive

polynomial is constructed by evaluating 31 in pi(x), i.e., pi(B1). This polynomial is used
as an input to Algorithm 2.
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Isomorphisms between MDS matrices over Fom and MDS

matrices over Fom:, where t > 1 and m > 1

Algorithm 2 Computing s, values to define the isomorphisms between MDS
matrices over Fom and MDS matrices over Fom:.

1: for s, =1to 2™ — 2 do

2 y1 4 pi(B3) (mod p2(x))
3:  if y1 =0 then

4: Return s,

5 end if

6: end for

INPUT: p1(B1), 52 and pa(x)
OUTPUT: s,, where0<u<m-1
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Isomorphisms between MDS matrices over Fom and MDS

matrices over Fom:, where t > 1 and m > 1

Example

Let o« be defined by the primitive polynomial py(x) = x* 4+ x + 1. Let «
be a root of pi(x). Then,

1 a o o 1n 24 4y 34
1 1 o® o? 1n 1p 8y 4n | . .

Me = 1 a2 1 o |1, 4 1, 2, is an involutory 4 x 4
a 1 1 1 2, 1, 1 14

MDS matrix over Fps/p1(x).

Consider the finite field Fys/pp(x), where pa(x) = x8 + x* + x3 + x + 1.
Let the primitive element (2 of Fps/pa(x) be a1 + 1, where o is a root of
p2(x). Then, we can obtain 4 distinct isomorphisms from Foa /p1(x) to
Fas /pa(x) by computing s, values in Algorithm 2.

v
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MAGMA code for obtaining s, values

P<z> := PolynomialRing (GF(2));
p = 2z2"8+4+ 274+ 2z"3 + z+1,;
F<x> = ext <GF(2) | p >;

for su:= 1 to 254 do
yl:=((x+1)"su)"4 + ((x+1)"su)”1 + 1;
if (yl eq 0) then PrintFile (" power.txt” 6 su);
end if;
end for;
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Isomorphisms between MDS matrices over Fom and MDS

matrices over Fom:, where t > 1 and m > 1

Example

These isomorphisms are fi71 : o+ 557, f341: 55’4, fog,1 1 v — BSS
and fi361 @ @ 62136. For example, by using the isomorphism

fiz1: o~ B37, we can generate the involutory 4 x 4 MDS matrix Mé over
Fas /pa(x) from Mg over Fas/p1(x) as follows:

1 " B3t B 0l, E1, 5C, EO,
M. — 1 1 Bgl 55’4 | 01, 01, 0C, 5G,
6= 1 1 pB* 1 pB¥ || 01, 5C, 01, E1,
gy 1 1 1 El, 01, 01, 01,

Note that one can generate 1019 (4 - (28 — 1) — 1) more MDS matrices
over Fos/pa(x) by using the MDS matrix Mg over Fa /p1(x).
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Isomorphisms between MDS matrices over Fom and MDS

matrices over Fom:, where t > 1 and m > 1

@ The method described takes an MDS matrix as input to generate new
MDS matrices. It may help other construction methods to generate
isomorphic MDS matrices, which may have better implementation
properties than the ones constructed by the other construction
methods in the literature. Some important properties of the method
can be given as follows:

@ The method is intended to be applied to other construction methods
in the literature to generate new MDS matrices from the existing
ones.

@ The method can be considered as a complementary method for the
current construction methods allowing them looking for MDS
matrices having better implementation properties through mapping
them to different field representations.
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Isomorphisms between MDS matrices over Fom and MDS

matrices over Fom:, where t > 1 and m > 1

@ The method helps to map any k x kK MDS matrix over Fom to its
corresponding isomorphic k x k MDS matrix over Fome.

@ An MDS matrix generated over Fom: from an existing MDS matrix
over Fom can take the advantage of small number of table lookups in
the implementation, which can only be used with XOR operations.
By the help of isomorphisms, it can also be implemented by the same
number XOR operations and table lookups with that of an existing
MDS matrix over Fom .

@ The method helps to generate MDS matrices over Fom: with efficient
software implementations when mt is large.
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Conclusions

@ In this presentation, we tried to put a different perspective on the
design of (involutory) MDS matrices.

@ We looked for the answer to the question of what a Hadamard matrix
actually is.

e A Hadamard matrix (is a matrix form) generates some representative
matrices that can be used to generate involutory and MDS matrices.
For 2 x 2 involutory MDS matrices, Hadamard matrix form can be
used to generate all representatives. For other sizes, e.g. 4 x 4
involutory MDS matrices, some of the representative matrices can be
generated by Hadamard matrix form.
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Conclusions

@ We presented a new method generating all 4 x 4 involutory and MDS
matrices, which shows that there is a more general form including
Hadamard matrix. This method approximately reduces the search

space to the level of \/n, where n represents the number of all 4 x 4
matrices.

o Finally, we described a new method to be used as a complementary
method for the current construction methods allowing them looking
for MDS matrices having better implementation properties through
mapping them to different field representations.
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Thank you for your attention!
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